
Assurance Methodology for In-vehicle AI

The application of AI is a key enabler for highly automated driving. Initiated  

by VDA, a consortium of OEMs, suppliers, technology providers and scientific  

institutions is developing a methodology for a novel safety argumentation in the  

project “KI Absicherung” (safe AI) that systematically identifies insufficiencies  

of AI-based functions, makes them measurable and mitigates them. The project  

stems from the “VDA-Leitinitiative” (flagship initiative). An industrial consensus  

for a methodical approach is to be achieved which is demonstrated using the  

example of pedestrian detection.
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1 OVERALL APPROACH FOR ASSURANCE

Assuring the safety of functions that make use of AI-based  
algorithms is crucial for the German automotive industry in inter-
national competition. Therefore “KI Absicherung” [1], supported  
by the Research Association for Automotive Technology (FAT) as 
part of the German Association of the Automotive Industry (VDA), 
is developing a methodology to systematically identify and miti-
gate inherent insufficiencies of AI functions. The goal is to derive 
a stringent evidence-based safety argumentation. This project is 
part of the collaborative projects of the AI family (“KI Familie”), 
which is presented in this issue of ATZworldwide with an article 
about the VDA flagship initiative autonomous and connected 
driving.

FIGURE 1 shows the specification and development steps of an 
AI function, as well as the methodology for building an evi-
dence-based safety argumentation. The method is based on safety 
measures, metrics and tests that are applied during development 
and validation. The specification of the AI function is the elemen-
tary starting point, both for the development of the function itself 
and for that of the safety argumentation. In addition to the purely 
functional requirements, such as recognition of persons on cam-
era images, the scope of use of the function, the so-called Oper-
ational Design Domain (ODD), is defined. Through the ODD spec-
ification, a systematic and representative selection of training and 
testing data for Machine Learning (ML) with Deep Neural Networks 
(DNNs) can be made. Description languages and an ontology are 
developed for the detailed specification of data and metadata. 
These are understandable for humans to be able to build up a 
comprehensible safety argumentation, as well as machine-reada-
ble to be able to carry out data analyses and test evaluations 
automatically.

DNNs can be understood as complex black box approximation 
functions that are optimized by training data. As such, they may 
have insufficiencies in the generalization capability, which in the 
unfavorable case can lead to insufficiencies of the software func-
tion. To address this systematically, a list of DNN-specific safety 
concerns has been developed, FIGURE 2. They are indications of 
functional insufficiencies that must be focused on. For these, appro-
priate mitigation measures are needed. Demonstrating that DNN- 
specific safety concerns are sufficiently addressed is done in the 
safety argumentation based on evidence. The resulting assurance 
case is documented using the Goal Structuring Notation (GSN).

2 ONTOLOGY-BASED SPECIFICATION

In addition to the functional specification, the definition of the ODD 
is a crucial prerequisite for the derivation of a safety argumentation. 
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FIGURE 1 Overall approach for assurance of AI-based functions [2] (© BMW | Bosch | Fraunhofer IAIS | Volkswagen)
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Sufficient generalization capability and performance of the DNN 
are only achievable if there are no essential gaps in the training data, 
and are only justifiable if the test data covers the ODD representa-
tively. In principle, ODD can be viewed from the perspective of field  
data as well as complementarily from the perspective of semantic 
structuring of the input space, taking both into account. The field 
data view includes all data observed in the intended area of appli-
cation. The semantic structuring view, on the other hand, defines 
the input space and formalizes it by means of an ontology that is 
tailored to it. 

An ontology for the pedestrian detection function was iteratively 
defined, FIGURE 3, consisting of ten domains that address, among 
other things, person and object properties, light effects, and 
weather. The starting point was a pre-structuring of the input space 
using initial domains developed in expert interviews. Based on the 
ontology, the ODD can be formally described as a part of the input 
space and requirements for the training and test data can be defined 
with respect to the variations or combinations of variations of the 
subdomains. The data can be analyzed with regard to the coverage 
of the ODD, whereas their representativeness does not need to have 
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the same granularity throughout. Higher granularity is needed for 
those domains that significantly influence the performance of the 
AI function, such as the degree of pedestrian occlusion. Relevant 
influencing factors are refined iteratively during development by 
in-depth examination of data areas with poor performance. Such 
semantic-oriented performance analyses do not only reveal physical 
influencing factors, but also weaknesses that arise from a lack of 
data in the training process.

3 METHODOLOGY

Following the safety standards ISO 26262 and ISO 21448, the 
release of a highly automated driving function requires a safety 
case that demonstrates, in the form of a safety argumentation with 
systematically generated evidence, that insufficiencies of the AI 
function have been sufficiently mitigated. Since the error rates of 
an AI function cannot be fully measured in the “open-world” con-
text, the methodology relies on a framework with a systematic evi-
dence-based safety argumentation, FIGURE 4. Analogous to the 
causal model of ISO 21448, known insufficiencies are addressed 
with appropriate measures [5]. Arguing that the safety goals and 
requirements are met is done on the basis of the effectiveness of 
these measures, the remaining safety-relevant error rates and the 
influence of the insufficiencies on the safety-relevant system 
performance.

The framework for mitigation of DNN-specific safety concerns 
distinguishes between design-time measures (for example, in data 
generation and selection, training or testing) and operation-time 
measures. During design time, for example, the robustness of the 
function against changes in the input signal (such as color changes 

or blurring) is measured and, if necessary, improved using suita-
ble methods. The measurements themselves can be used as evi-
dence for the safety argumentation – as well as the increase in 
robustness achieved by appropriate measures. At operation time, 
monitors are used, among other things, to detect so-called 
out-of-distribution input data and/or uncertainties in order to take 
into account the influencing factors unknown at design time. The 
functionality of these monitors is tested and the test results are 
used as evidence for the effectiveness of these measures. 

For the measurement of the error rate of the pedestrian detec-
tion (function), safety aspects are taken into account in the metric 
calculation such as distance to the ego vehicle and location inside 
or outside an assumed braking distance and relative to the road. 
In this way, achievable and safety-oriented criteria as well as cor-
responding tests can be formulated.

As a development approach within this project for generating 
these measures and evidences, so-called evidence work streams 
are used. A working group with AI developers, testers and safety 
experts is set up for various DNN-specific safety concerns. Within 
each group, appropriate metrics and tests are defined and prior-
itized measures are applied and evaluated. Fragments of the safety 
argumentation are developed in parallel with the functions. If the 
mitigating measures are sufficiently effective, they are integrated 
into the safety argumentation.

4 APPLICATION EXAMPLE

The insufficient coverage of the ODD by suitable training or test 
data corresponds to the DNN-specific safety concern under 2.1 
in FIGURE 2. Ontology-based analyses of data coverage in conjunc-
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tion with combinatorial testing [6] provide an important building 
block for determining systematic input space coverage. This tech-
nique can be used to identify gaps in data sets or to specifically 
derive new test data requirements from them. 

For illustration purposes, FIGURE 5 shows an excerpt of a test 
scenario developed in the project, which here only contains the 

three variable parameters pedestrian distance, location and pose. 
These are systematically varied and combined. The use of syn-
thetic data (in the project) allows the creation of systematically 
parameterized test scenarios based on the defined ontology. 
Applying here in the example the defined and combinatorically 
balanced test data set to the DNN under investigation, perfor-
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FIGURE 5 Parameteriza-
ble safety-related test 
scenario of pedestrian 
detection (© Bosch | 
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mance gaps for certain safety-relevant combinations are revealed, 
FIGURE 6 (left). This is the case for the pose of the person lying in 
the medium distance. By means of a training data coverage anal-
ysis, FIGURE 6 (right), limited lying pose data could be identified 
as a relevant cause for the performance drop. The DNN perfor-
mance in this area was notably improved by a DNN re-training by 
adding supplementary lying pedestrian image data.

The method of coverage analysis should be combined with fur-
ther investigations (such as sensitivity and robustness analyses) 
as well as dedicated test methods for a usage as evidence in the 
safety argumentation. The robustness of the AI function can be 
argued by tests with systematically altered input data, altered  
sensor images or systematic application of image disturbances 
(such as noise or distortions). On the training side, additional rel-
evant data can also be identified by further measures, for exam-
ple, such as active learning. Additional measures such as uncer-
tainty quantifications can be used to identify insufficiencies during 
operation time.

5 SUMMARY 

One of the biggest challenges in integrating AI-based algorithms 
into highly automated vehicles is to be able to assure the safety of 
the function modules. The new methodology developed in the pro-
ject describes a holistic and iterative approach of an evidence-based 
safety argumentation, related to the Safety Of The Intended Func-
tionality (SOTIF). Assurance and testing methods and measures 
were developed and integrated to generate usable evidence. The 
project results will also be used in the communication with stand-
ardization bodies such as ASAM and ISO/PAS 8800.
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